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En esta ocasién mostramos el primero de una serie de articulos de como instalar y configurar
un Access Gateway VPX, en este procedimiento hemos utilizado la version express, la versidon
inicial de Access Gateway VPX se basa en Access Gateway 4.6.2, Standard Edition y es
compatible con Citrix XenServer version 5.5.

Access Gateway VPX es un dispositivo virtual que ofrece las mismas funciones que el
dispositivo fisico Modelo 2010. Puede instalar Access Gateway VPX como una carga de trabajo
virtual en su propio hardware, tanto como una alternativa al dispositivo fisico o de manera
adicional al mismo. Access Gateway VPX incluye la nueva Licencia de plataforma de Access
Gateway

Access Gateway VPX es una solucién de acceso a aplicaciones segura que provee a los
administradores un control mas preciso en el nivel de las aplicaciones y brinda a los usuarios la
posibilidad de poder acceder desde cualquier lugar. Proporciona a los administradores de Tl un
solo punto de control para la administracién del acceso y las acciones que se basan tanto en el
usuario como en el dispositivo de punto final, que se traduce en una mejor administracion de
los riegos, la seguridad y el cumplimiento.

El esquema de donde tendriamos que implementar Access Gateway VPX, se muestra a
continuacion:
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XenCenter
Subred
Dispositivos publica privada
de usuarios

s
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a Import - -

@ Specify the location and type of the import source

et

Home server

Import type:
Storage @ Exported YM
|
MNetwork (") Exported template

|| Finish Mote: The same file extension (ova) is used for both exported YMs and exported te
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e Import VM from...

ui ; | . <« CTP_Software » Access Gateway VPX - | +4 || Buscar Access Gateway |

Organizar = Mueva carpeta e —
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a Import - -

@ Specify the location and type of the import source

Import file name: QACTP_Software\Access Gateway YPX\cag.aova

Home server

Import type:
Storage @ Exported YM
|
MNetwork (") Exported template

|| Finish Mote: The same file extension (ova) is used for both exported YMs and exported te

CITRIX
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e Import - - a

@ Select a home server for the new VM

Import source Click on a server to nominate it as the home server for the imported VM or for an
the imported template. The home server will be used by default to start up the Wi

Home server such as local storage.

1

i i ags Click on a pool if you do not want to nominate a home server: the most suitable :
i Network used.

i Finish = [ CENTER

(g xenserver-02
S DEMOCENTER Disconnected

= Previous ] [ Mext =
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T T Tm——
e Import

@ Configure storage for the new VM

Import source Select a storage repository where virtual disks for the new VM will be stored

Home server :% Local storage on xenserver-01 2252 GB free of 225,2 GE
i NI TR SEr S 2727,7 GB free of 2788,6 GB
| Storage =i Local storage on xenserver-02  This storage repository cannot be seen from xe
i Network
| Finish
i
|
|
|
||
|

&
CITRIX
-

= Previous ] [_meurt} ]
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e Import

T Y ——

@ Configure virtual network interfaces for the new VM

Import source

Home server

| Storage
I

I

il Finish

i

I

i

]

]

The virtual network interfaces configured for the imported VM are listed below.
You can add, modify or remove virtual network interfaces as required.

Mame | MAC Address | Metwork
0 0 dd:8d Metworlk 0
interface 1 aalb:B8:08:5d:al Metwork 1
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& T—
e Import -

= s - — = i R I T RN S
_—

@ Complete the import

Import source Click the Finish button to complete the import process and close the wizard.
Home server
The import process may take several minutes.
| Storage
I
i Network
I
|
I
i
]
I Automatically start new YIM
To have your new WM start up as scon as the import process is complete select
c'i'TRIx_ Start VM after import
]
Ddlanea an TCiniah
Search | General | Storage | Network | NICs | Console | Performance | Logs |

Event Log Fl % Errors [ A\ Alerts £ Actions i Information

i2¢ Importing VM from "Q:\CTP_Software\Access Gateway VPX\cag.xva' to 19/1
‘CENTER"
Details:  Importing VM... E

Time: 00:00:37
Progress: | pss |
Umeisedose kz adocpsisdecimpegacaorancar nuestro appliance virtual desde XenCenter,
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CP lp registered

ET: Registered protocol family 1
ET: Registered protocol family 17
btarted krxtimod 719

zing IPI No—5Shortcut mode

AFS: Red Hat AFS client v0.1 registering.
btarted krxiod 720

btarted krxsecd 721

AFS: Started kafstimod 722

AF3: Started kafsasyncd 723

== afs fs init() = 0

Jjournald starting. Commit interval 5 seconds
XT3 FS5 on xvdal, internal journal

XT3—f=: mounted filesystem with ordered data mode.
F5: Mounted root (ext3 filesystem).

reeing unused kernel memory: 136k freed

INIT: version £2.86 booting

ounting kernel-based file systems: /proc -sys
betting the console log level to 7...
Pfopulating ~dev with device nodes. ..

Iniciandose el proceso de arranque...

10/27



Instalacion de Citrix Access Gateway VPX

Escrito por xavisan
Viernes, 28 de Mayo de 2010 08:28 - Actualizado Viernes, 28 de Mayo de 2010 08:53

leaning file systems: ~tmp ~svar-lock suar-run

Bringing up the loopback interface...
petting hostname to CAG. ..
INIT: Entering runlevel: 3
Btarting system log daemom. ..
ptarting kernel log daemom. ..
ip_tables: (C) Z2000-2006 Netfilter Core Team

iringing up the eth?® interface...

dding IPu4 address 10.20.30.40 to the eth0 interface...
betting up default gateway...

iringing up the ethl interface...

dding IPu4 address 40.30.20.10 to the ethl interface...
ount: unknoun filesystem type ’xenfs’

Citrix Access Gateway

eimictedsntigiesdi®acceso,

11/27



Instalacion de Citrix Access Gateway VPX

Escrito por xavisan
Viernes, 28 de Mayo de 2010 08:28 - Actualizado Viernes, 28 de Mayo de 2010 08:53

Citrix Access Gateway

itrix Accesz Gateway, Standard Edition, 4.6.3; Build: 08.00, Z2010-04

Express Setup

Ping

Link Modes

External Administration Port
Display Log

Rezset Certificate

Change Administrative Password
Help

Toggle Shell Debug

Log Out

eleccionaremos "[0] Express Setup”
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itrix Access Gateway, Standard Edition, 4.6.3: Build: 08.00, Z2010-04

Express Setup

Ping

Link Modes

External Administration Port
Display Log

Rezet Certificate

Change Administrative Password
Help

Toggle Shell Debug

Log Out

IP address [10.20.30.40]1 (Enter 0 to clear):
Especificaremos la direccion IP de nuestro appliance VPX y la mascara ademas del gateway,
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[6] Change Administrative Passuword
[7]1 Help

[B8]1 Toggle Shell Debug

[9] Log Out

IP address [10.20.30.40]1 (Enter 0 to clear): 17/2.16.50.101
ew eth? addre=s=s: 17Z.16.50.101

etmask [255.255.255.0]1 (Enter 0 to clear): 255.255.255.0
ew eth?d netmazk: 255.755.755.0

sateway [10.20.30.1]1 (Enter 0 to clear): 172.16.50.254
ew Gateway: 172.16.50.254

ew network changes:

ethD address: 172.16.50.101
ethO netmask: 255.255.255.0
sateway: 172.16.50.254

ommit changes? [y-snl
|(~~|"'""l'-»£"'~".' 856, neaiaz efl taathescingandes ldehkersaguemtie derma:
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i

Esta conexion no esta verificada

Ha pedideo a Firefox que se conecte de forma segura a 172.16.50.101:9001, perc
confirmar que la conexién sea segura.

Mormalmente, cuando se intente conectar de forma segura, los sitios presentan |
para asegurar que esta en el sitio correcto. 5in embargo, |z identidad de este sitic
verificada.

:Qué deberia hacer?

51 nermalmente accede a este sitio sin problemas, este error puede estar ccurrien
esta intentando suplantar al sitic, y no deberia continuar.

| i>dcame de aquil

Detalles técnicos

Entiendo los riesgos

Aoontaramanc Al anrtificadan

Identificacion requernda lé

2/

Mombre de usuano:

Contrasena:

Intreduzca nombre de usuario y contrasefna para https://172.16.50101:9001

| Aceptar | | Cancelar
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]
CITRIX' Access Gateway Administration Porta
[ ]

| Administration
Downloads Admin Password Logaging Maintenance Log Qut

Use the downloads page to install or download the administrative features and decumentation listed below:

Access Gateway Administration Tool:
é Install the Access Gateway Administration Tool
Documentation:

@ Cownload Access Gatewsy 4.5 documentation

Download a sample portal page template that includes:
A link for the Citrix Access Gateway Flugin

Sample e-mail:
Cownload a sample e-mail that explains Access Gateway usage to end users.

Access Gateway SNMP Management Information Base (MIB)
Cownload Access Gateway-specific data

Abnendo atrix_admintool_installer.msi

Ha escogido abrir

ﬁ_%! citrik_admintool_installer.msi

que es de tipo: Windows Installer Package
de: https://172.16.50.101:9001

;Le gustaria guardar este archivo?

Guardar archivo Cancelar J
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Advertencia de seguridad de Abnir archive Iﬁ

Mo se pudo comprobar el editor. i Esta seguro de que desea
ejecutar este software?

Mombre: Q\Software\citrix_admintool_installer.msi

Editor: Editor desconocdido

Tipo: Paquete de Windows Installer
De: :\Software\citrix_admintool_installer.msi

Eiecutar | [ Cancelar

Preguntar siempre artes de abrr este
:
archivo

editor. Sdlo ejecute software de los editores en los que confia.
- i Como puedo decidir gué software debo ejecutar?

| |@| Este archivo no tiene ninguna fima digital valida que compruebe su |
hY
-
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ﬁ Citrix Access Gateway Administration Tool Setup l =] |i:-?-

Welcome to the Citrix Access Gateway
Administration Tool Setup Wizard

The Setup Wizard will install Citrix Access Gateway
Administration Tool on your computer. Clids Next to continue
or Cancel to exit the Setup Wizard.

Back Mext ] | Cancel
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ﬁ Citrix Access Gateway Administration Tool Setup l = Lih

End-User License Agreement

L
Please read the following license agreement carefully clTn‘!x

e TR
write to CITRI.‘?‘I at the following address: Citrix Systems, Inc., Customer
Semvice, 851 West Cypress Creek Road, Ft. Lauderdale, Florida 33309;
Citrix Systems International GmbH, Rheinweg 9, CH-8200
Schafthausen, Switzerland; or Citnix Systems Asia Pacific Pty Ltd.,
Level 3, 1 Julius Ave., Riverside Corporate Park, Morth Ryde NSWW 2113,
Sydney, Australia.

16. TRADEMARKS. Citrix is a registered trademark of Citrix
Systems, Inc. in the U.S. and other countries.

CTX code: post-DE_T_A54579

[¥]1 accept the terms in the License Agreement
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| ﬁ Citrix Access Gateway Administration Tool Setup - l = Lﬂh |
Choose Setup Type . .
Choose the setup type that best suits your needs clTn.!x
[ Typical ]

Installs the most common program features. Recommended for most users.

| Custom |

Allows users to choose which program features wil be installed and where
they wil be installed. Recommended for advanced users.

| Complete |

&ll program features will be installed. Requires the most disk space.

. . '3 ~mr = ™ — — — =
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.
Ready to install Citrix Access Gateway Administration Tool  CITRIX'
[ ]

Click Install to beqgin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back |[ Install J | Cancel
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.
Installing Citrix Access Gateway Administration Tool CITRIX
.

Please wait while the Setup Wizard installs Citrix Access Gateway Administration Tool.

Status: Copying new files
— —— |
Mroand I T ;
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Completed the Citrix Access Gateway
Administration Tool Setup Wizard

Click the Finish button to exit the Setup Wizard.

Myt iy
Tt

Accederemos a la consola administrativa pulsando sobre el icono,

23/27



Instalacion de Citrix Access Gateway VPX

Escrito por xavisan
Viernes, 28 de Mayo de 2010 08:28 - Actualizado Viernes, 28 de Mayo de 2010 08:53

| Connect To... ﬁql
® L]
CITR!X Administrator Logon

Host (IP or FQDN).  |172 1650101

Administrator Username  |qpt

Administrator Password  sesssssss

Cannect

Wersion: 4.6.3 (Build: 03.00)

ct,
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Certificate YWalidation - ﬁ

é Infnrmatinné =f Public Key

was either:

- Mot signed by a trusted cerificate authority
- Iz expired or not vet valid.

The zerver has presented a certificate for:
ag.citrix.com

Izsued by:

EMAILADDRESS=support.citrix.com
CH=ag.citrix.com

OU=Gateways

O=Citrix

L=5an Jose

ST=CA

C=Us

Valid from: Thu Mar 12 18:53:15 CET 2009 - Tue Mar 11 18:53:15 CET 2014

Would yvou like to trust this cerificate?

Ves, I frust this certificate. | | No, | do NOT trust this certificate. |

The Administration tool has attempted to cortact a server whose S50 cerificate
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L % K o

@ Access Gateway Administration Tool 4.6.3 - - ‘

Options

33 Access Gateway Cluster | [] - Access Policy Manager 5  Authentication | ¥  Global Cluster Policies % Portal Page Configuration =

1
| _ e Add an Access Gateway to the Cluster

A There are no tems to display. FQDM:

| @ Help

Access Gateway
Administration Tool Overview

The Access Gateway Administration
Taol allaws administrators to
configure settings for the appliance,
Multiple Access Gateway appliances
can be configured to use comron
settings, When you have two or
rnore appliances that can be
configured with cornrmon settings,
this is called a cluster, All of the
appliances installed in your netwark
can be configured with identical
settings with the exception of
specific netwarking and
adrninistrative settings,

m

Refreshing information, please wat...

The settings for the Administration
Tool are greuped into logical tabs
and allow you to easily configure the
Access Gateway, The tabs and the
settings that can be configured are:

+ Access Gateway Cluster
This tab incudes
configuration settings for
general netwarking, narme
service prowviders, static and
dynarmic routing, failover
satvars, Advanced Access
Contral, logging, basic E:i‘ This Gateway =l
adrministration, systerns

AusesiGatentay pulsaremos sobre "This Gateway" para acceder a la configuracién de nuestro
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5= This Gateway
Action

| | Statisti I “ Licensing | [ 7| Date ") Certificate Signing Reqguest @ﬁﬁdvanced Options

General Networking i @0 Name Service Providers | +3 Routes | /% Failover Servers | (¥ Loggir

DMZ configuration: | One DMZ -
@ Only use interface 0 () Use both
Interface 0. 9652f333d45d Interface 1 a:
IP address: |172.16.50.101 40.30.2010
Subnet mask: |255.2552550 255 255 2595 |

External FQDM:

Duplex mode: :Autn T: :Amn
Speed mode: :Autn T: :Autn
Maximum transmission unit (MTUY: 13200 1500
Port: 443 |
Default Gateway

IP address; [172.16.50.254

Interface: | Imterface O -
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