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En esta ocasidén mostramos como crear y manejar el nuevo sistemas de Politicas (Policies) de
XenApp 6 for Windows 2008R2 (Proyecto Parra), en articulos anteriores hemos podido ver
como realizar la instalacién de nuestro sistema operativo, instalacién de XenApp 6,
configuracion y la instalacion/configuracion de WI, veremos los grades e interesantes cambios
anadidos en esta nueva versién, indudablemente el mejor release de XenApp de todas las
versiones.

Recordamos que el sistema de politicas de XenApp es un complemento a las ya existentes del
directorio activo de Windows 2008R2, en esta nueva version de XenApp, las politicas han
estado distribuidas en distintos mddulos y/o apartados, uno de ellos centrado en ICA y otro
centrado en Server Session Settings, a continuacion mostramos el esquema completo de las
distintas politicas existentes y que contiene cada uno de los distintos apartados o submaodulos,
esta relacion os podra ser utl mas adelante para no tener que estar desplegando o localizando
en el listado existente de la dialog de configuracién de XenApp 6.

La relacion es la siguiente:

- ICA

- Audio

- Bandwidth

- Desktop Ul

- File Redirection

- Graphics

- Image Compression

- Multimedia
- HDX MediaStream for Flash

- Ports

- Printing

- Client Printers

- Drivers

- Universal Printing

- Security
- Session Limits
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- Shadowing

- Time Zone Control
- TWAIN devices

- USB devices

- Server Session Settings

Siendo el contenido de los distintos subapartados el siguiente:

- ICA

- Client clipboard redirection

- Desktop launches

- Launching of non-publishd programs during client connection
- OEM Channels

- PNP device redirection

- Audio

- Audio quality

- Client audio redirection

- Client microphone redirection

- Bandwitch

- Audio redirection bandwitch limit

- Audio redirection bandwitch limit percent

- Clipboard redirection bandwitch limit

- Clipboard redirection bandwitch limit percent
- COM port redirection bandwitch limit

- COM port redirection bandwitch limit percent
- File redirection bandwitch limit

- File redirection bandwitch limit percent

- LPT port redirection bandwitch limit

- LPT port redirection bandwitch limit percent
- OEM channels redirection bandwitch limit

- OEM channels redirection bandwitch limit percent
- Overall session bandwitch limit

- Printer redirection bandwitch limit
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- Printer redirection bandwitch limit percent
- TWAIN device redirection bandwitch limit
- TWAIN device redirection bandwitch limit percent

- Desktop Ul

- Desktop wallpaper

- Menu animation

- View window contents while dragging

- File Redirection

- Autoconnect client drives

- Client CD-ROM drives

- Client file/drive redirection
- Client floppy drives

- Client hard drives

- Client network drives

- Client USB drives

- Preserve client drive letters
- Server file type association
- Special folder redirection

- Use asynchronous write

- Graphics

- Image Compression

- Lossy compression level

- Lossy compression threshold value

- Progressive compression level

- Progressive compression threshold value
- Progressive heavyweight compression

- Multimedia
- HDX MediaStream for Flash
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- Flash acceleration

- Flash event loggin

- Flash latency threshold

- Flash server-side content fetching whitelist
- Flash URL blacklist

- Ports

- Auto connect client COM ports
- Auto connect client LPT ports
- Client COM port redirection

- Client LPT port redirection

- Printing

- Client printer redirection

- Default printer

- Printer auto-creation event log preference
- Session printers

- Wait for printers to be created (desktop)

- Client Printers

- Auto-create client printers

- Client printer names

- Direct connections to print servers

- Printer properties retention

- Retained and restored client printers

- Drivers
- Automatic installation of in-box printer drivers
- Printer driver mapping and compatibility
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- Universal Printing

- Auto-create generic universal printer
- Universal driver priority

- Universal printing

- Universal printing preview preference

- Security
- SecurelCA minium encryption level

- Session limits

- Concurrent logon limit

- Disconnected session timer interval
- Session connection timer

- Session connection timer interval

- Session disconnect timer

- Session idle timer

- Session idle timer interval

- Shadowing

- Input from shadow connections

- Log shadow attemps

- Notify user of pending shadow connections
- Shadowing

- Users who can shadow other users

- Users who cannot be shadowed

- Time Zone Control
- Local Time Estimation
- Use local time of client

- TWAIN devices
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- Client TWAIN device redirection
- TWAIN compression level

- USB devices
- Client USB device redirection
- Client USB device redirection rules

- Server Session Settings
- Almaceén central de Single Sign-On
- Single Sign-On

Visto la relacidén completa de politicas de XenApp 6 existente, iniciaremos el proceso de
creacién de una politica con "HDX MediaStream for Flash" asignada a un usuario en concreto,
para ello accederemos al menu de politicas de XenApp 6, utilizando XenApp Console,

E Citrix Delvery Services Console
(5] Alerts
] Search
oy My Views
= i‘_‘j Citrix Resources
= > Configuration Tools

3 Hotfix Management

= £F chodomfarm
.-j-‘a Administrators
i) :; Applications
# History
i Load Balancing Polices

i Load Evaluators

7] Serwver Groups
B [ Servers
B (=% Zones
€D single Sign-On

6/21



Gestion de Politicas con XenApp 6 (Proyecto Parra)

Escrito por xavisan

Jueves, 14 de Enero de 2010 10:12 - Actualizado Jueves, 14 de Enero de 2010 10:52

Pulsaremos en Policies, y en la posicién derecha de la consola administrativa podremos
observar el siguiente menu de gestion de Politicas (Policies),

ﬁ Policies

CITRIX'

Actions
Hniniqu

Ji] Citrix User Policies segroh User Policies

L Prionty Enabled Description

Unfiltered 1 True

1] | ¥
New.. | Edit... 1 Delete | Raize Priority | Lower Prionty Enable | Disi

!_j Unfiltered

Active Settings:

Summary | Settings | Filters |

Actee Filters;

Filters do not apply to the unfiltered policy

Fun the
Related Too
Citrix Kin
Citriz el

w

Para iniciar el proceso de creacion de una nueva politica, pulsaremos el botén New,

7/21



Gestion de Politicas con XenApp 6 (Proyecto Parra)

Escrito por xavisan
Jueves, 14 de Enero de 2010 10:12 - Actualizado Jueves, 14 de Enero de 2010 10:52

= New Policy '

[_:j New Policy

Identify your policy

Mame: I Mueva Politica

Description: | Eiemplo de creacidn de una nueva Politica en XenApp 6 - CTXDOM.COM

Remaining steps:

Yoo Settings - what will be applied by this policy

e
Th

e
y ;I"' Filters - when to apphy this palicy

|% Enzbla - whather to immediately enable this paolicy

< Back MNext >

Espicifarando el nombre de la politica y una descripcion sobre la misma, pulsando Next para
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= Mew Policy N

I:_E New Policy

Choose the settings that will be applied

Categories: Settings:
. N
A = Almacén central de Single Sign-On -
Al Setings "o ServerSessionSettings S
i . Audio quality aik
Audio == 1CANAudio
iz - Audio redirection bandwidth limit G
Desktop Ul “r! 1CA\Bandwidth
File Radirecton
. Audio redirection bandwidth limit percent ak
Graphics Sl 1CA\Bandwidth "
Image Compression .
_ Auto connect client COM ports i
MLﬂmﬂEdlﬂ Siay g Imll,Pﬂl'E et
HOX MediaStream for Flash ! .
|| Auto connect client drives ok
rorts o 1cn\FileRedirection -
Printing
e R Use sste parameiro para especihicar el almacén central de Single Sign-0On Plug-in,
Drivers

Universal Printing

hd

< Back || Mext >

paticoomegbediétiftiidbseizttiehonérbds darsmidme aehiidinepdatante| pealiamCzatefopaltica
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= New Policy 3

E’j New Policy

Choose the settings that will be applied

Categones:

Graphics
Image compression
Mulitrmedia

HOX MediaStream for Flash
Ports
Printing
Cliznt Printers
Dirnvars
Universal Printing
Secunty
Session Limits
Shadowing
Time Zone Control
TWAIN davices
USE devices
Server Session Settings

1

-

Settings:

. Flash acceleration
S 1calMultimedia\HDWMediaStreamForFlash

. Flash event logging
Sl 1caiMultimedia\HDXMediaStreamForFlash

_ Flash latency threshold
e JCalMultimedia\HDXMediaStreamForHash

Flash server-side content fetching whitelist
“ol rcaiMultimedialHDXMediaStreamPorFlash

. Flash URL blacklist
Sl roalMultimedis\HDWMediaStreamFarFlazh

If disabled, all Wab sites (regardless of URL) revert to server-side rendering. If enabled, dis
side rendering s active; the per-URL blackist & consulted,

< Back Mext =

Seteteiatianyopdsterirmaieienatiorend Seudtifigs|dalepaibia clerfaspesttipoiéra "Flash
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= Add Setting

f‘.wi Flash acceleration

{* Enabled
Web sites not on the per-URL black list are rendered on the dient

(" Disabled
&ll web sites are rendered on the server

K

Cancel

Si desearamos especificar algtin comentario lo afiadiriamos y posteriormente pulsaremos OK,
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= New Policy

“I New Policy

Choose the settings that will be applied

Categories: Seftings:
Y
Graphics Al . Flash acceleration
4.7y ICA\Multimedia\HDXMediaStreamForFlash Edit Rem
Image compression vahse: Enablad
Muditrmedia h o
 Flash event logging
HUI Madier:ireom for. Flach “rl 1caMuUltimedial HDXMediaStreamForFlash
Ports
it Flash latency threshold
" o 1cAMultimedia\HDXMediaStreamPorFiash
Client Prinkers
s . Flash server-side content fetching whitelist
Tl pca\Multimedia\HDMMediaStreamForFlash
Universal Printing
Serurity . Flash URL blacklist
Sao! 1cA\Multimedia\HDXMediaStreamForFlash
Session Limits
Shadowing
Time Zone Control If disabled, all Web sites (regardless of URL) revert to server-side rendering. If enabled, cliss
TWAIN davicas side rendering is active; the per-URL blackst s consulted.
USE devices
= Session Setti =
ErvEr Mgs ;I
< Back et >

Una vez finalizado pulsaremos Next, para continuar,
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= Mew Policy

L‘j New Policy

Choose when to apply the settings using filters

Categornes:

Active Fikers
AN Filters

Filters:

"~ Access Control

Client IP Address
~ Client Name

" Desktop Group

" Desktop Kind

"~ Desktop Tag

Drganizational Unit

dccess Confrol Explanation

< Back

PoEt =

EeR s iy sera aplicada dicha politica lo que seria el filtro, el listado
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1 New Policy

Choose when to apply the settings using filters

Fataﬂarﬁ: Filters:

Active Fikers " Client Name i

AN Filters
“" Desktop Group ALK
. 4 Desktop Kind e
" Desktop Tag =
" Organizational Unit ALt
* Server Group e
*I-I,r‘ User A
Liser Explanation
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15

=3
q-ll_f"’ Add User

Filter slameants:

Add... | Erit-.. I Removs |

OK Cancel |

EHAO Aiﬂlf\ﬂ C‘iﬂl IIDI‘\"Q nor\ar\iﬁr\nrnmr\o ~ ﬂlliéh f‘ﬁr"’) ﬂh"f\ﬂf‘ﬂ NnAarn Q”I‘\ r\lllonrmmr\o ~nN QI botén

= Add Filter Element

%ﬂ Add User Filter Element

Mode: | Allow - I+ Enable this filter element

Lisar: Browsé... |

Cormment:

oK Cancel
Pulsando a continuacion en Browse para especificar el usuario al cual sera aplicada,
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71
Select this object type:
Il.hu'. Group. or Buit4n security pincipal Object Types...
From this location:
[umusnmm Locations. .
Entar the ohjsct name to select fexamples).
[Chenk Harmes
Advanced... | i} Cancel |
) o

P Add Filter Element

%i? Add User Filter Element

Moda: | allow "rl b Emabla this filber element

User: | WINSRV2008R2\Administr

Browse...

Comimeant:

Una vez finalizado podremos especificar un comentario, pulsando a continuacién OK,

OK
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7= Add Filter E N =] S
F
,r"’ Add User
Filter elemants:
'..jiJ Allow = WINSRVZODERZ Administrator Allow ‘-f Enabled

Add... i Edlit... l Remawe

oK Cancel
rébsienaanos el misnbghititado yist@ekto, suttescarasmOk paadicattayarisariamos en Add y
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New Policy

a
[

Choose when to apply the settings using filters

Categories: Filters:
ive Eilt g -
oisiilacas " Client Name A
A Filters
" Desktop Group 4
v Desktop Kind Ad
b 4 Desktop Tag Ad
" Organizational Unit A
" Server Group i
y 4 ) Edig Ramow
Allow - WINSRV2002R2 \Administrator
Access Confrol Explanation
< Back Mant >

Gibaespandeeatecrdimigoiaci@h fiitem aphvaon Hliviszendio, polEait puryencostinoditicar INext para
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= Mew Policy T

!'_'.'_,f New Policy

Enable your policy

You may elect to immediately enable this new policy ar you may elect to leave the palicy disablad until you work out priority, other settings or fi

elx
'% [V Enable this policy

< Back || Save

Bosimaese aamossipicasta ipadidieacieda medcada desoisacanias &aie qrarekdumdi 1& naielea
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B Citrie Delivery Services Console

Fle Action View Help

| 7[m H

ﬁ Citrize Defivery Services Console 3 . Achons
[ search e Pabces
fh' My Views ; R the i
5 [ CtrixResources Information | Mlerts | Machine User |
= > Configuration Tools pe Related Too
Hotfix Management & Citrix User Policies Search User Policies Citrixx K
= ) xenapp
= B2 ctedomfarm MName Priority Enabled Description Citriat e
ﬁ Administrators
# E.,. Applications Unfiltered e True
li‘f ratnry I Mueva Paolitica 2 True Ejemplo de creac:'ﬁr‘
'___'\I Load Balancing Polides
_EE Load Evaluators
| iy Policies a | 2l
7] Server Groups
(5 servers New.. Edit... I Delete | Raise Prionty | Lower Priority Enable l Disi
B (2% Zones *
: . " |®
0 gle Sign-On lj Unfiltered Search Policy Details [¥

EummmjrlSetﬁngs[Fm:ﬁ]

Fitkers do not apply to the unfiltared policy

hi’et?imsmjhmmdoréu"miiniasabﬁethxﬁmp@staﬁdwéﬁspedﬁémhs
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_@ Citrix Delvery Services Console e I
B Alerts & Policies -
|!{j Search
ey My Views .

= (3 Gtrix Resources Information | Alerts | Machine User |
= B> Configuration Tools ==
Hotfix Management _ﬂg Citrix User Policies Search User Policies
= 22 ctedomfarm MName Prionity Enabled Description

5 Administrators

f# [ Applications Unfiltered 1 True
"f Hatory Muewva Politica 2 True Ejemnplo de creacion de una nueva |
) Load Balancing Polices
@ Load Evaluators
| -fiy Policies
[LT] Server Groups

@ [ b Servers New... | Edit.. ] Delete | Raise Priofity | Lower Priority Enable | Disable |

& [ Zones

Q e E__E MNueva Politica search Policy Details
Summary | Settings | Filters I
Active Settings: Active Filters:
Flash acceleration &) User Edit Re
40 ICAMultimedia\HDXMediaStreamForF.., Edit Remove " Allow - WINSRV200BRZ\Administrater
Value: Enabled
N 1l o LAl = 1. TR T L

Information | Alerts | Machine o

iy Citrix User Policies Search User Policies
Mame Prionty Enabled Desoniption

Mueva Palitica 1 True Ejernplo de creacidn de una nueva |
Unfiltered 2 True

21 /21



